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or more identity management service providers are partici-
pating; and an ON-CHAIN configured to operate as a global
blockchain with no borders, in which one or more virtual
asset service providers are participating, wherein user 1den-
tity information of the OFF-CHAIN are shared as de-
identified identity information between a virtual asset ser-
vice provider participating in both the OFF-CHAIN and the
ON-CHAIN and another virtual asset service provider par-
ticipating in the ON-CHAIN, thus preventing forgery of user
identity information, and sharing user identity information
between virtual asset service providers, other blockchains,
distributed ledger technology platforms, and existing IT

systems.
13 Claims, 5 Drawing Sheets
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USER IDENTITY SHARING SYSTEM USING
DISTRIBUTED LEDGER TECHNOLOGY
SECURITY PLATFORM FOR VIRTUAL
ASSET SERVICE

TECHNICAL FIELD

The present 1nvention relates to an identity sharing sys-
tem, and more particularly, to a distributed ledger technol-
ogy-based user identity sharing system for a virtual asset
service, capable of receiving 1dentity information of a coun-
terpart 1in the case of remitting and receiving a virtual asset
based on distributed ledger technology.

BACKGROUND ART

Since virtual asset providers (heremafter referred to as
virtual asset service providers) are required to observe
anti-money laundering obligations under the ACT ON

REPORTING AND USING SPECIFIED FINANCIAL
TRANSACTION INFORMATION, wvirtual asset service
providers, mncluding cryptocurrency exchanges, are imme-
diately subject to the laws related to anti-money laundering
obligation to perform real-name verification upon cash
deposit and withdrawal transactions.

In other words, the virtual asset service providers should
verily the 1identity of an originator and a beneficiary upon the
virtual asset transactions, but it 1s not easy to verily the
identity information of the originator and the beneficiary 1n
current blockchain technology and virtual asset service
environments.

Referring to a diagram 1illustrating a conventional block-
chain platform of FIG. 1, when an originator (Re) 10 intends
to remit to the beneficiary (Rc) 20 1n the blockchain platform
(BL_PL) 30, the oniginator (Re) 10 should be provided with
the 1dentity information for the beneficiary (Rc) 20 from the
virtual asset service provider_1 (VASP_1) 41. However, the
virtual asset service provider_1 (VASP_1) 41 cannot receive
the mformation about the beneficiary (Rc) 20 from the
virtual asset service provider_3 (VAVA_3) 43.

In addition, the virtual asset service provider_3 (VASP_3)
43 should obtain the 1dentity information for the originator
(Re) 10 from the virtual asset service provider_1 (VASP_1)
41 and provide the identity information to the beneficiary
(Rc) 20. In this case, the virtual asset service provider 3
(VASP_3) 43 also cannot provide the imnformation because
the virtual asset service provider_3 (VASP_3) 43 cannot
receive information about the originator (Re) 10 from virtual
asset service provider 1 (VASP_1) 41.

Due to this structure, 1t 1s impossible to share user identity
information among virtual asset service providers, which
makes 1t difhicult to verity the real name. Therefore, there 1s
a problem that it 1s not possible to observe obligations
(customer due diligence: CDD) that require identity verifi-
cation.

SUMMARY OF INVENTION

Technical Problem

In order to solve this problem, the present invention 1s to
provide a user 1dentity sharing system utilizing a distributed
ledger technology security platiform specialized 1n virtual
asset transactions i which domestic and foreign virtual
asset service providers, 1dentity management service pro-
viders or the like participate.
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In addition, another object of the present invention 1s to
provide a user i1dentity sharing system utilizing a distributed
ledger technology security platform for virtual asset ser-
vices, which allows to register 1dentity information on an
ON-chain and an OFF-CHAIN and enables the identity
information to be verified on ON-chain, while observing the
anti-money laundering obligations related to virtual assets
and complying with the Guidance for a Risk-Based
Approach to Virtual Assets and Virtual Asset Service Pro-
viders by the Financial Action Task Force (FATF) and laws
and regulations of each country related to personal infor-
mation.

In addition, another object of the present invention 1s to
provide a user i1dentity sharing system utilizing a distributed
ledger technology security platform for a virtual asset ser-
vice, capable of processing information according to a
predetermined data specification in the case of registering/
changing/deleting 1dentity information on an OFF-CHAIN
and an ON-CHAIN, and using registered identity informa-
tion.

Solution to Problem

In order to solve this problem, a user identity sharing
system utilizing a distributed ledger technology security
platform includes an OFF-CHAIN configured to operate as
a regional or national blockchain within a single jurisdiction,
in which one or more virtual asset service providers and one
or more identity management service providers are partici-
pating; and an ON-CHAIN configured to operate as a global
blockchain with no borders, in which one or more virtual
asset service providers are participating, wherein user 1den-
tity information of the OFF-CHAIN are shared as de-
identified identity imnformation between a virtual asset ser-
vice provider participating in both the OFF-CHAIN and the
ON-CHAIN and another virtual asset service provider par-
ticipating 1n the ON-CHAIN.

The virtual asset service provider 1s characterized 1n that
it participates 1n the ON-CHAIN and OFF-CHAIN at the
same time, and an 1dentity management service provider
participates 1n the OFF-CHAIN.

The virtual asset service provider or the identity manage-
ment service provider, which participate in the OFF-
CHAIN, registers, changes, or deletes the user identity
information and shares identity information with other vir-
tual asset service providers participating 1n the ON-chain.

Advantageous Effects of Invention

Therefore, according to the user identity sharing system
utilizing the distributed ledger technology security platform
for the virtual asset service of the present invention, 1t 1s
possible to prevent forgery of the user identity information
and share user identity information between the virtual asset
service providers, or between other blockchains and distrib-
uted ledger technology platiforms, existing IT systems, and
the like.

In addition, according to the present invention, 1t 1s
possible to observe the anti-money laundering obligations
related to virtual assets and comply with the Guidance for a
Risk-Based Approach to Virtual Assets and Virtual Asset
Service Providers by the Financial Action Task Force
(FATF) and laws and regulations of each country related to
personal information through verification and storage of
identities of an originator and a beneficiary.
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BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 15 a diagram illustrating a conventional blockchain
platiorm.

FIG. 2 1s a basic conceptual diagram of a distributed
ledger technology security platiorm for sharing de-identified
identity information according to an embodiment of the
present invention.

FIG. 3 1s a diagram 1llustrating interoperability between
other blockchains and a distributed ledger technology secu-
rity platform of the present invention.

FIG. 4 1s a diagram 1illustrating a specific configuration of
an OFF-CHAIN for a relevant jurisdiction of a virtual asset
service provider participating 1n an ON-chain.

FIG. 5 1s a diagram for describing a process of registering/
changing/deleting and using user 1dentity information of the
present mvention.

DESCRIPTION OF EMBODIMENTS

The terms or words used 1n the present specification and
claims should not be interpreted as a conventional or dic-
tionary-based meaning for restrictive purposes, and they
should be mterpreted as meaning and concepts matching
with the technical concepts of the present invention based on
the principle that the inventors can define the concepts of the
terms 1n the most eflective ways for the purpose of describ-
ing his invention in the best way.

Throughout the specification, when a part 1s said to
“include” a certain component, 1t means that it can further
include other components without excluding other compo-
nents unless specifically stated otherwise. In addition, the
terms . ..umt”, “...er’, “module”, “device”, or the like
described 1n the specification mean a unit that processes at
least one function or operation and they can be implemented
with hardware or software or a combination thereof.

The term “and/or” throughout the specification should be
understood to include all combinations that can be presented
from one or more related i1tems. For example, “first item,
second item and/or third item™ may mean any possible
combination of two or more of first, second or third items as
well as the first, second or third items.

In each step of the specification, 1dentification symbols
(for example, a, b, ¢, . . . ) are used for convenience of
description and the identification symbols do not limit the
order of the steps. The steps may be performed in a different
order from the described order unless the context clearly
indicates a specific order. That 1s, each step may be per-
formed in the same order as described, substantially simul-
taneously, or in the reverse order.

First, terms used 1n the present invention are defined as
having the following meanings.

“Virtual Asset” 1s a representation of digitized values that
can be traded or transferred 1n a digital manner and used for
payment or investment purposes, and does not include
digital representation of legal tender, securities or other
financial assets.

“Virtual Asset Service Provider (hereinatter referred to as
VASP)” means a natural person, a legal entity or a company
not covered elsewhere 1 the Recommendation, and may
perform one or more of the following activities or operations
on behalfl of another natural person or legal entity.

1) exchange between virtual assets and monetary curren-
cies, 11) exchange between one or more types ol virtual
assets, 111) transfer of virtual assets, 1v) storage and/or
management of virtual asset or a tool that enables the control
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4

for virtual asset, and v) an action of participating in and
providing financial services related to the 1ssuance and/or
sale of virtual assets.

“OFF-CHAIN” 1s related to the blockchain system but 1s
located outside the blockchain system to operate. Data
stored 1n the OFF-CHAIN 1s shared only with participating
nodes belonging to the same jurisdiction and 1s recorded
outside the blockchain. A transaction includes not only
transactions but also several actions.

“On-Chain” means a manner of recording transaction
details (data) or the like 1n a blockchain system, and the data
stored 1n the ON-CHAIN may be shared by all participating,
nodes.

In addition, since the registration/change/deletion of data
and verification of identity information in the ON-CHAIN
and the OFF-CHAIN are performed according to the fol-
lowing data specifications, data specifications related to the
identity information used in the present imnvention will be
first described.

Table 1 shows an example of a standard data specification
used 1n the present mvention.

TABLE 1
[tem Encryption Value
D-0 — User number
D-1 Encryption Country code
D-2 Encryption Name
D-3 Encryption Certificate
D-4 Encryption Digital wallet address
D-5 — VASP
D-6 — IMSP
D-7 — Validation
D-8 — RESERVED
D-9 — RESERVED

Referring to Table 1, as a description for set items, the
standard data specifications related to the identity informa-
tion of the present invention are set as 10 items.

First, “D-0" item 1s an 1tem for setting a user number, and
specifically, an item for setting a user number and hash
values.

The user number 1s a unique number assigned to a user,
and the hash values are hash values for items “D-1, D-2, and
D-3" to be described later.

The “D-1” 1tem 1s an 1tem in which a country code of a
user 1s set, and may be written with a list of countries on a
worldwide database, such as KR when the nationality of the
user 1s Korea or US when the nationality of the user 1s
America.

The “D-2" item 1s for setting a user name of an 1individual
or a corporation. The “D-3" item 1s for setting a user’s
certificate, such as the X.509 standard, and the “D-4" item
1s for setting a digital wallet address for trading virtual
assets. The items D-1, D-2, D-3 and D-4 all are encrypted
and stored 1n all data specifications.

For such encryption, bi-direction encryption 1s used in the
data specification used 1in the OFF-CHAIN, and uni-direc-
tion encryption (e.g., hash value) 1s used 1n the data standard
used in the ON-CHAIN.

The “D-5" 1tem 1s for writing the name of a virtual asset
service provider (VASP), such as coinbase which manages a
user’s digital wallet, and “D-6" 1s for writing the name of an
identity management service provider (IMSP), which has
authenticated a user’s i1dentity. However, the virtual asset
service provider (VASP) and the identity management ser-
vice provider (IMSP) may be 1dentical to each other.
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The “D-7” 1tem 1s for setting the validation of the user’s
identity, and may include Valid (trading possible), invalid
(trading suspended), N/A (not available).

Items “D-8” and “D-9” are reserved for future use.

As described above, the data used 1n the user identity
sharing system using the distributed ledger technology secu-
rity platform of the present invention includes 10 items as
basic items and may be divided into necessary items in
which content 1s to be necessarily written according to
required data formats, optional 1tems, and reserved 1tems for
use.

Such a standard data specification may use a data speci-
fication consisting of items necessary for registering, chang-
ing, deleting and using user identity information.

For example, Data specification_1 1s an i1dentity_infor-
mation_providing_data specification and 1s shown 1n Table
2 as a data specification when the IMSP or VASP provides
the 1dentity information to an OFF-CHAIN.

TABLE 2

Necessary/
Item Optional Value
D-0 — RESERVED
D-1 Necessary Country code
D-2 Necessary Name
D-3 Necessary Certificate
D-4 Necessary Digital wallet address
D-5 Necessary VASP
D-6 Necessary IMSP
D-7 Necessary Validation

Referring to the data specification_1 of Table 2, the data
specification_1 1s a data specification used when the IMSP
or VASP provides 1dentity information to the OFF-CHAIN.
Item “D-0” for a user unique number 1s reserved, and
identity information are written with respect to setting items,
such as a country code 1n the “D-1" item, a user name in the
“D-2” 1item, user’s certificate in the “D-3” 1tem, a digital
wallet address in the “D-4" item, a virtual asset service
provider in the “D-5" 1tem, an 1dentity management service
provider 1n the “D-6" item, and the validation 1n “D-7" item,
and the like.

Of course, the country code 1n the “D-1" item, the user
name 1n the “D-2" item, the user’s certificate in the “D-3”
item, and the digital wallet address 1n the “D-4" item are
uni-directionally encrypted and registered.

Data specification_2 1s an 1denftity_information_pro-
viding_data specification and 1s shown 1n Table 3 as a data
specification when a user directly provides i1dentity infor-
mation to an OFF-CHAIN.

The user may change only the digital wallet address
among the identity information and provide them.

TABLE 3

Necessary/
Item Optional Value
D-0 RESERVED
D-1 Necessary Country code
D-2 Necessary Name
D-3 Necessary Certificate
D-4 Necessary Digital wallet address
D-5 RESERVED
D-6 RESERVED
D-7 RESERVED

Referring to Table 3, when a user provides identity
information to the OFF-CHAIN, 1t 1s required to provide a
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6

country code 1n the “D-1" item, the a user name 1n “D-2”
item, user’s certificate 1n the “D-3" 1item, and a digital wallet
address the “D-4” 1tem as necessary items and other i1tems
are set as reserved item

The data specification_3 1s shown in Table 4 as the data
specification in the case of being registered to the ON-
CHAIN as the identity information_storage data specifica-
tion.

TABLE 4
[tem Encryption Value
D-0 User number
D-1 Uni-direction Country code
D-2 Uni-direction Name
D-3 RESERVED
D-4 Uni-direction Digital wallet address
D-5 VASP
D-6 RESERVED
D-7 Validation

Referring to Table 4, when providing identity information
to the ON-CHAIN, 1dentity information are written with
respect to setting items, such as a user umque number 1n the
“D-0 1item, a country code 1n the “D-1" item, a user name
in the “D-2” 1item, a digital wallet address 1n the “D-4" item,
a virtual asset service provider 1n the “D-5" 1item, an identity
management service provider in the “D-6” item, and vali-
dation 1n the “D-7" item, and the like, as necessary items.

In this case, a country code in the “D-1"" item for, a user
name in the “D-2” 1tem, a digital wallet address in the 1tem
“D-4" are subjected to uni-directional encryption to form
de-1dentified 1dentification information.

Data specification_4 1s illustrated in Table 5 as the data
specification when being registered to the OFF-CHAIN as
identity information_storage data specification

TABLE 3
[tem Encryption Value
D-0 User number
D-1 Bi-direction Country code
D-2 Bi-direction Name
D-3 Bi-direction Certificate
D-4 Bi-direction Digital wallet address
D-5 VASP
D-6 IMSP
D-7 Validation

Referring to Table 5, when identity information 1s stored
to the OFF-CHAIN, 1dentity information are written with
respect to setting 1tems, such as a user unique number 1n the
“D-0 1tem, a country code 1n the “D-1"" item, a user name
in the “D-2" item, user’s certificate 1n the “D-3” item, a
digital wallet address 1n the “D-4" item, a virtual asset
service provider in the “D-5"" 1item, an 1dentity management
service provider in the “D-6” 1tem, and validation 1n the
“D-7" 1tem, and the like, as necessary items.

In this case, a country code 1n the “D-1"" 1tem, a user name
in the “D-2 1tem, user’s certificate 1in the “D-3” item, a
digital wallet address 1n the “D-4" item are bi-directionally
encrypted to constitute the identity information.

Data specification_35 1s an identily venfication_request_

data specification and 1s shown in Table 6 as a data speci-
fication when being requested to the ON-CHAIN by another
platform.
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TABLE 6
Necessary/
Item Optional Value
D-0 Optional User number
D-1 Necessary Country code
D-2 Necessary Name
D-3 RESERVED
D-4 Necessary Digital wallet address
D-5 Optional VASP
D-6 RESERVED
D-7 RESERVED

Referring to Table 6, when receiving a request for veri-
fication of the user 1dentity from another platform, identity
information 1s written and requested with respect to setting
items such as a country code 1n the “D-1"" item, a user name
in the “D-2" item, and a digital wallet address 1n the “D-4”
item. User’s unique number 1n the “D-0" 1tem and the virtual
asset service provider 1n the “D-5” item are set as optional
items, and other items are reserved.

Data specification_6 1s an 1dentification_result providing
data_specification, which 1s 1llustrated 1n Table 7 as a data
specification transmitted from ON-CHAIN to another plat-
form.

TABLE 7

Necessary/
Item Optional Value
D-0 Optional User number
D-1 Necessary Country code
D-2 Necessary Name
D-3 RESERVED
D-4 Necessary Digital wallet address
D-3 Optional VASP
D-6 RESERVED
D-7 Necessary Validation

Table 7 corresponds to a case where a result of the
verification 1s transmitted from the ON-CHAIN to the other
platform when the other platform requested the ON-chain to
verily the identity of the user, wherein setting 1tems such as
a country code 1n the “D-1" 1tem and a user name 1n the
“D-2” item, a digital wallet address 1n the “D-4"" item and the
validation of the “D-7” item are written and transmitted, a
user unique number 1n the “D-0" 1tem and a virtual asset
service provider in the “D-5" 1tem are set as an optional
item, and other items are reserved.

The data specification_7 1s 1llustrated in Table 8 as

identity mnformation_delete_and_save data specification on
the ON-CHAIN.

TABLE 8
Item Encryption Value
D-0 User number
D-1 Uni-direction Country code
D-2 Uni-direction Name
D-3 RESERVED
D-4 Uni-direction Digital wallet address
D-5 VASP
D-6 RESERVED
D-7 Validation

Table 8 represents 1dentity information_delete_and_save
data specification, wherein identity information 1s written
and transmitted with respect to the setting 1tems, such as a
user unique number 1n the “D-0" item, a country code 1n the

10

15

20

25

30

35

40

45

50

55

60

65

8

“D-1" item and a user name 1n the “D-2 item, a digital
wallet address in the “D-4” item, a virtual asset service
provider in the “D-5” item, and a validation 1n the “D-7”
item.

In this case, the country code 1n the “D-1"" item, user name
in the “D-2” item, and digital wallet address 1n the “D-4”
item are subjected to uni-directional encryption to constitute
the 1dentity information and other items are reserved.

Data specification_8 1s 1llustrated in Table 9 as identity
information_delete_and_save data specification on the

OFF-CHAIN.
TABLE 9O

[tem Encryption Value

D-0 User number
D-1 Bi-direction RESERVED
D-2 Bi-direction RESERVED
D-3 Bi-direction RESERVED
D-4 Bi-direction RESERVED
D-5 VASP

D-6 IMSP

D-7 Validation

Table 9 represents 1dentity information_delete_and_save_
data specification on the OFF-CHAIN, wherein identity
information 1s written and transmitted with respect to the
setting 1tems, such as a user unique number 1 the “D-0"
item, a virtual asset service provider in the “D-5" item, an
identity management service provider in the “D-6" 1tem, and
a validation 1n the “D-7" item.

In this case, by permanently deleting and discarding an
encryption key used to encrypt the country code 1n the “D-17
item, the user name 1n the “D-2" 1tem, the user’s certificate
in the “D-3" item, and the digital wallet address 1n the “D-4”
item, the items are set as reserved items.

Heremnaiter, an embodiment of the present invention waill
be described with reference to the drawings.

FIG. 2 1s a basic conceptual diagram of a distributed
ledger technology security platform for sharing de-identified
identity information according to an embodiment of the
present invention, and 1illustrates an example in which a
virtual asset service provider-1 110 (hereinafter referred to
as “VASP_17), a virtual asset service provider-2 120 (here-
mafter referred to as “VASP_27), a virtual asset service
provider-3 130 (heremafiter referred to as “VASP_3") and a
virtual asset service provider-N 140 (hereinaiter referred to
as “VASP_4") are participating on an ON-CHAIN operating
as a distributed ledger technology security platform, and the
originator 10 of the VASP_1 110 (hereinafter referred to as

“originator’™) 1s able to send virtual asset to the beneficiary
30 of the VASP_3 130 (heremaftter referred to as “benefi-

ciary”’).

That 1s, the originator 10 1s able to verily the identity of
itself at the VASP_1 110, the beneficiary 20 1s able to verity
the 1dentity of itself at the VASP_3 130, and therefore, 1n the
case ol remittance, the VASP_1 110 1s able to receive
identity information for the beneficiary 20 from the VASP_3
130 and the VASP_3 130 1s able to receive identity infor-
mation for the originator 10 from the VASP_1 110.

In addition, the distributed ledger technology security
platform of the present invention may be configured to have
interoperability with other blockchains.

Referring to the diagram of FIG. 3 1llustrating the interop-
crability between other blockchains and the distributed
ledger technology security platform of the present invention,

it can be seen that the VASP 1 110, the VASP_2 120, the
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VASP_3 130 and the VASP_N 140 are participating in a
distributed ledger technology security platform (hereinafter
referred to as DLT_SP) 100 that operates as an ON-CHAIN
and the 1dentity management service provider-N 160 (here-
iafter referred to as IMSP_N 1s also participating in the
distributed ledger technology security platform.
Furthermore, 1t can be seen that, in a state where the

VASP_2 120 and the VASP_N 140 are participating only in
the ON-CHAIN, while the VASP_3 130 and the IMSP_N
160 are participating 1n both the ON-CHAIN and the OFF-
CHAIN, a USER2 220 1s participating 1n a corresponding
OFF-CHAIN along with the IMSP_N 160 and is able to
identily the identity of itself, and a USER1 210 1s partici-
pating i a corresponding OFF-CHAIN along with the
VASP_3 130 and 1s able to i1dentily the i1dentity of itself.

Other blockchains and the distributed ledger technology
plattorm (BL/DLT_P) 30 may receirve user identity infor-
mation from the ON-CHAIN, and the existing IT service
platform 60 may also recerve user 1identity information from
the ON-CHAIN.

Therefore, registration/change/deletion/sharing of user
identity information are simultaneously possible 1n both the

ON-CHAIN and the OFF-CHAIN.
The VASP simultaneously participating 1n  the
ON-CHAIN and the OFF-CHAIN will be described with

reference to the drawings illustrating the specific configu-
ration of the OFF-CHAIN {for each jurisdiction of the VASP
participating in the ON-CHAIN of FIG. 4.

In the drawing, the VASP, which participates only 1n the
ON-CHAIN and does not form an OFF-CHAIN, has only
information to be shared, which means that there 1s no
information to be provided.

There 1s also the potential to form interoperability with
other blockchains whenever necessary.

Referring to the drawing, 1t 1s shown that the VASPs
participating in the ON-CHAIN and the OFF-CHAIN simul-
taneously form an OFF-CHAIN through the United States,
Europe, Korea, and Japan, but the OFF-CHAIN means that
the registration, change and deletion of user identity infor-
mation are possible only within a single jurisdiction, and the
ON-chain means that user identity imformation 1s shared

among VASPs of all countries.

Specifically, the VASP_1 110 forms the OFF-CHAIN of

the jurisdiction of US while participating 1in the ON-chain,
which may represent that one or more VASP_US 112 and
one or more IMSP_US 113 are participating in the OFF-
CHAIN of US (OFF-CHAIN_US).

the jurisdiction of EU while participating 1n the ON-chain,
which may represent that one or more VASP_EU 122 and

one or more IMSP EU 123 are participating in the OFF-
CHAIN of EU (OFF-CHAIN_EU).

the jurisdiction of KR while participating i the ON-chain,
which may represent that one or more VASP_KR 132 and
one or more IMSP_KR 133 are participating in the OFF-
CHAIN of KR (OFF-CHAIN KR).

the jurisdiction of JP while participating in the ON-chain,

which may represent that one or more VASP_JP 142 and one
or more IMSP JP 143 are participating in the OFF-CHAIN

of JP (OFF-CHAIN_JP).

In other words, the OFF-CHAIN operating as regional or
national blockchains within the single jurisdiction, 1n which
one or more virtual asset service providers (VASPs) and one
or more identity management service providers participate,

and ON-CHAIN operating as a global blockchain without

In addition, the VASP_2 120 forms the OFF-CHAIN of

In addition, the VASP 3 130 forms the OFF-CHAIN of

In addition, the VASP_4 140 forms the OFF-CHAIN of
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borders, in which one or more virtual asset service providers
participate, are configured, and de-identified 1dentity infor-
mation 1s shared among virtual asset service providers
participating in the ON-chain 1n the distributed ledger tech-
nology security platform by storing and synchronizing a part
of the user 1dentity information stored in the OFF-CHAIN 1n

and with the ON-CHAIN.
Hereinatter, a process of registering, changing, and delet-

ing data or the like and verifying identity information using
the ON-CHAIN and the OFF-CHAI

N 1n the distributed
ledger technology security platform will be described.

The VASP 102 and the IMSP 103 participating in the
OFF-CHAIN provide the OFF-CHAIN with “data specifi-
cation_1" which 1s the identity information providing_da-
ta_specification in registering, changing and deleting user

identity information (5110).

The *“data specification_1" provided to the OFF-CHAIN
in step S110 provides the corresponding OFF-CHAIN with
identity information including the user’s country code and
name, user’s certificate, a digital wallet address, a virtual
asset service provider, an 1dentity management service pro-
vider, and validation of user i1dentity.

When registering and changing user identity information,
“data specification_1"” may verity the authenticity of a
certificate 1ssuer by validation of the user certificate i the
“D-3" item and validation in the “D-7" item.

When the VASP 102 and the IMSP 103 provide the user
identity information to the OFF-CHAIN as “data specifica-
tion_1" 1 step S110, the OFF-CHAIN may register the
provided identity information in the OFF-CHAIN as “data
specification_4” which 1s the i1dentity information storage
data specification (5120).

“Data specification_4" 1n step S120 may store the identity
information including the user number, country code, name,
certificate, digital wallet address, virtual asset service pro-
vider, 1dentity management service provider and validation
in the OFF-CHAIN.

Meanwhile, the “data specification_4"" 1s a data specifi-
cation used in 1n registering and changing user identity
information when the user identity information 1s stored 1n
the OFF-CHAIN.

On the other hand, the deletion of the user identity
information on the OFF-CHAIN 1s performed by deleting a
country code, a name, a cerfificate, and a digital wallet
address of a user, setting a user’s validation to not available
(N/A), and deleting the 1dentity information including a user
number, an asset service provider and an 1dentity manage-
ment service provider by “data specification_8”, which 1s
identity imnformation_delete_and_save data specification.

This 1s to implement the deletion of personal information
and 1important data by destroying the encryption key used to
encrypt the user’s country code, name, certificate and digital
wallet address due to the characteristics of distributed ledger
technology.

In addition, 1n a case where the USER 200 requests the
OFF-CHAIN to change the user identity information
because the USER 200 cannot directly register new 1dentity
information (S160), when the identity information 1s pro-
vided to the OFF-CHAIN as the “data specification_2” that
1s 1dentity mformation providing data specification includ-
ing the user’s country code and name, the user’s certificate,
and the digital wallet address, as described above, the
OFF-CHAIN changes the user identity information in accor-
dance with the “data specification_4" that 1s identity infor-
mation storage data specification, including a user number,
a country code, a name, a certificate, a digital wallet address,
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a virtual asset service provider, an identity management
service providers and validation.

Data transmission intervals among the USER, the IMSP,
and the VASP and the OFF-CHAIN are subject to encryption
(e.g., TLS).

As described above, when the user 1dentity information 1s
registered or changed by the VASP 102, the IMSP 103, or the
USER 200 and stored on the OFF-CHAIN, the OFF-CHAIN
share the registered or changed user identity information by
synchronizing with the ON-CHAIN based on the *“data
specification_3” which 1s the i1dentity information storage
data specification including the user number, the country
code, the name, and the electronic wallet address (S130).

In addition, when the user identity information 1s deleted
by the VASP 102 or the IMSP 103 and stored on the
OFF-CHAIN, the OFF-CHAIN stores the deleted user 1den-
tity information by synchronizing with the ON-CHAIN
according to “data specification_7” that 1s an 1dentity infor-
mation_delete_and_save_data specification including a user
number, a country code, a name, and a digital wallet address,
a virtual asset service provider and validation, and in this
case, the validation of the user 1dentity 1s set to not available
(N/A) and stored.

In other words, the deletion of identity information 1n the
ON-CHAIN 1s not to delete the actual data, but to set the
validation of the user’s identity to not available (IN/A).

When the user 1dent1ty information stored in the OFF-
CHAIN 1n step S130 15 synchromzed with the ON-CHAIN,
the VASP 110, the IT service platform IT SP 60, other
blockchains, and the distributed ledger technology platfonn
DLT_SP 100, which are participating in the ON-CHAIN,
transmit 1dentity verification request data (5140).

The “data specification_5 1s an i1denfity verification
request data specification requesting the nquiry of user
identity information mcluding a user’s country code, name,
and digital wallet address from the ON-CHAIN.

In addition, the ON-CHAIN that has received for a
request for inquiry of the user’s identity information pro-
vides a result of the mquiry of user identity which 1s
requested based on “data 1dentification 6 that 1s an 1dentity
verification_result_providing_data_specification 1ncluding
a user’s country code, name, digital wallet address, and user
identity verification (S170).

In addition, data transmission sections between other
blockchain platforms and the ON-chain are subject to
encryption (e.g., TLS).

In addition, when the user 1dentity information stored in
the ON-CHAIN, which has received a request for mnquiry of
the user i1dentity information, 1s anonymized in step S140,
the ON-CHAIN additionally checks identifiable identity
information through the OFF-CHAIN which has provided
the 1dentity information, and then provides a result of the
inquiry of the user identity information (S150).

As described above, according to the user 1dentity sharing
system utilizing the distributed ledger technology security
platform for the virtual asset service of the present invention,
it 1s possible to achieve imteroperability with other block-
chain platforms and existing I'T service platforms, but also
data stored 1n ON-CHAIN can be shared by all participating
nodes, and data stored in OFF-CHAIN can be shared only by
participating nodes belonging to a single jurisdiction.

In addition, the distributed ledger technology security
platform consisting of the ON-CHAIN and OFF-CHAIN of
the present invention 1s a platform specialized 1n information
protection and personal information protection, and may be

a permissioned distributed ledger network consisting of the
ON-CHAIN and OFF-CHAIN.
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While the mvention has been described in detail with
respect to the described embodiments, it will be apparent to
those skilled 1n the art that various modifications and varia-
tions are possible within the spirit of the invention, and such
modifications and variations belong to the appended claims.

INDUSTRIAL APPLICABILITY

The present invention can be used 1n an i1dentity sharing
system that can share user 1dentity information by register-
ing 1dentity mformation and requesting verification of the
identity information in the ON-CHAIN and the OFF-

CHAIN when trading virtual assets.

The mnvention claimed 1s:

1. A user 1dentity sharing system using a distributed ledger
technology security platform comprising:

an OFF-CHAIN configured to operate as a regional or

national blockchain within a single jurisdiction, in
which one or more virtual asset service providers and
one or more identity management service providers are
participating; and

an ON-CHAIN configured to operate as a global block-

chain with no borders, in which one or more virtual
asset service providers are participating,

wherein user identity information of the OFF-CHAIN are

shared as de-identified 1dentity information between a
virtual asset service provider participating in both the
OFF-CHAIN and the ON-CHAIN and another virtual
asset service provider participating in the ON-CHAIN.

2. The user identity sharing system of claim 1, wherein the
identity management service provider participates in the
OFF-CHAIN or the virtual asset service provider simulta-
neously participates in both the OFF-CHAIN and the ON-
chain.

3. The user identity sharing system of claim 2, wherein the
virtual asset service provider or the identity management
service provider, which participate 1n the OFF-CHAIN,
registers, changes or deletes the user 1dentity information
and shares identity information with another virtual asset
service provider participating in the ON-chain.

4. The user 1dentity sharing system of claim 3, wherein,
when the user 1dentity information 1s registered or changed,

the virtual asset service provider and the identity man-

agement service provider provides, to the OFF-
CHAIN, “data specification_1"" that 1s an 1dentity infor-
mation_providing data specification

including a
country code and a name of a user, a user’s certificate,
a digital wallet address, a virtual asset service provider,
an 1dentity management service provider, and valida-
tion of the user’s 1dentity, and the OFF-CHAIN regis-
ters and changes user 1dentity information according to
“data specification_4” that 1s 1dentity information_stor-
age data specification including a user number, a coun-
try code, a name, a certificate, a digital wallet address,
a virtual asset service provider, an identity management
service provider, and validation.
5. The user 1dentity sharing system of claim 3, wherein,
when the user changes the user 1dentity information,
the user provides, to the OFF-CHAIN, “data specifica-
tion_2"" that 1s an identity information_providing data
specification including a country code and a name of
the user, a user’s certificate, and a digital wallet
address, and the OFF-CHAIN changes user identity
information according to “data specification_4" that 1s
identity information_storage data specification includ-

ing a user number, a country code, a name, a certificate,
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a digital wallet address, a virtual asset service provider,
an 1dentity management service provider, and valida-
tion.

6. The user 1dentity sharing system of claim 3, wherein the
OFF-CHAIN shares the user identity information by syn-
chronizing with the ON-chain based on “data specifica-
tion_3” that 1s 1dentity information_storage data specifica-
tion including a user number, a country code, a name, and a
digital wallet address.

7. The user 1dentity sharing system of claim 3, wherein
when the wvirtual asset service provider or the identity
management service provider requests the OFF-CHAIN to
delete user identity information based on “data specifica-
tion_1" that 1s 1dentity information_providing_data specifi-
cation, the OFF-CHAIN deletes the user identity informa-
tion.

8. The user identity sharing system of claim 7, wherein
when the virtual asset service provider or the identity
management service provider participating in the OFF-
CHAIN requests deletion of user identity information, the
user 1dentity information 1s deleted according to “data
specification_8” that 1s idenftity information_storage_data
specification including a user number, a country code, a
name, and a digital wallet address.

9. The user 1dentity sharing system of claim 8, wherein the
deletion of user i1dentity information on the ON-chain
enables the OFF-CHAIN to share the user 1identity informa-
tion by synchronizing with the ON-chain based on “data
specification_7” that 1s 1dentity information_storage_data
specification including a user number, a country code, a
name, a certificate, a digital wallet address, a virtual asset
service provider, an identity management service provider,
and the validation.
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10. The user identity sharing system of claim 9, wherein
the deletion of user 1dentity information on the ON-CHAIN

and the OFF-CHAIN sets the validation of the data speci-

fication as not available (N/A) and save.

11. The user 1dentity sharing system of claim 10, wherein
the deletion of a country code and a name of the user, a
certificate, and a digital wallet address 1s performed by
destroying an encryption key used to encrypt the country
code and the name of the user, the certificate, and the digital
wallet address.

12. The user 1dentity sharing system of claim 2, wherein
the virtual asset service provider, an IT service platform, and
other blockchains and a distributed ledger technology plat-
form which participate 1n the ON-CHAIN requests the
ON-chain to mquire the user 1dentity information based on
“data specification_5"" that i1s 1dentity verification_request_
data specification including the a country code and a name
of a user, a certificate, and a digital wallet address, and the
ON-chain provides a result of the requested inquiry of the
user 1dentity based on data specification_6"" that i1s 1dentity
verification_result_providing_data_specification 1ncluding
a country code and a name of a user, a digital wallet address,
and validation of the user 1dentity.

13. The user 1dentity sharing system of claim 12, wherein
when the user identity information registered in the ON-
CHAIN, which has received a request for inquiry of the user
identity information, 1s anonymized, the ON-CHAIN addi-
tionally checks identifiable 1dentity information through the
OFF-CHAIN which has provided the identity information,
and then provides a result of the inquiry of the user 1dentity
information.
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